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Subj ect: TCP/IP an explanation, pt 1
Dat e: Thu, 10 Jan 2002 02: 04: 00 +0000
From GLSOG@B7GLO. #46. GBR. EU
To : TCPI P@BR
de glsog

Ri chard

This epic is in response to a request for an extension to an explanation
gave on how I[P is transported in AX. 25 packets.

| have started with a reworked section on encapsulation ( "wapping" )
below, to follow that a |large section on protocol stacks and what

encapsul ation takes place where. Fromthere it depends on what requests
get. | have outlines for sections on | P addresses, hostnanme to | P address
mappi ng and routing. | may do nore it depends on what is asked.

Now an AX. 25 packet consists of:
[ AX. 25 protocol header][AX. 25 data][ FCS]
When we are transporting IP via AX. 25 the AX. 25 data is the | P packet:

[ AX. 25 dat a]

[Ib protocol header][|P packet data]

Now the [I P packet data] is encapsulating a layer. Wth IP this could be a
UDP (User Datagram Protocol) or TCP (Transm ssion Control Protocol) packet.

[I P packet data]

[UDb packet header][ UDP packet data]
or
[ TCP packet header][ TCP packet dat a]

The User Datagram Protocol provides a mechanismfor datagrami s to be sent
fromend to end. However it does not provide any form of delivery guarantee.
The "user" application is responsible for ensuring data integrity.

The Transm ssion Control Protocol establishes a virtual circuit for the
data transport and provides a guarantee of delivery, or an error nessage
if delivery fails.

Now yet again there is an encapsul ation taking place as the UDP/ TCP packet
payl oad is data fromthe applications running on the conputer, telnet, ftp,
httpd, ... nost of which inplenent some formof protocol which "waps" the
users data in a packet. Fortunately nobst of the protocols have small
headers because this nmultiple "wapping" was consi dered when the protocols
wer e designed. The shortest | P packet is about 40 bytes and carries no
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user data at all but an | CWP packet which is |IP protocol control
i nformati on.

So for an AX 25 packet carrying part of an FTP session we m ght have:

[ AX. 25 protocol header][ AX. 25 dat a] [ FCS]
[ P protocol header][IP packet data]

[TCi3 packet header][ TCP packet data]

[F;I'P packet header][FTP packet data]

Fromthis it should be clear why I P is somewhat clunky on a 1k2 hal f-dupl ex
network, you don't get much user data in a 256 AX. 25 payl oad (about 200
byt es max).
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Subj ect: TCP/IP an explanation, pt 2

2) Software Layers.

Here | amattenpting to show the "l ayering" of software within the CS.
Wth nost of the software "l ayers" cone the encapsul ation "l ayers".
I am using Linux because | amnost famliar with Unix and Linux is still
(I believe) the only OS that supports the AX 25 protocol natively.
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Now to put the "w apping" and the software | ayers together:

Appl i cations:

ftp - an inplenmentation of the File Transfer Protoco

t el net - network termna

sendmail - an inplenmentation of the Sinple Mail Transfer Protoco
apache - Wb server

ntp - Network Tinme Protoco

netscape - Web browser, emmil| and usenet news client
pl us many nore.

Al'l these (and nore) operate by opening sockets (a file |ike way of
connecting to the protocol stack) and then sending and receiving data via
t hese sockets.

Each application will probably break the data it sends into sections and
then send each section to the socket which in turn hands the data to the
UDP/ TCP protocol engine. The socket does not "wrap" the data in an

envel ope but it does hand the protocol engine infornation about the
destination, the port nunber, the protocol to use and other detail.

The protocol engine then "waps" the data in either a UDP or TCP packet
and hands the packet to the IP protocol engine with the socket information.
The top part of I P protocol engine then "waps" the UDP/ TCP packet in an
| P packet and hands the packet to the |ower part of the IP layer. This
uses the IP address and the routing table to determ ne which device the
packet needs to go to. The packet is then handed to the protocol engine
that handles the device. In the case of an AX 25 device the AX 25 protoco
engine will "wap" the packet in an AX 25 packet and deliver it to the
devi ce driver.
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Each of these protocol engines are not only "wapping" and "unw appi ng"
the packets as they flow up and down the protocol stack but they are
keeping track of the state of the |ink and doing any error
detection/recovery appropriate at that |evel

When you get to the device driver (with the exception of the HDLC driver)
this is taking the data fromthe | owest |evel of the protocol stack and
stuffing it into the hardware that gets the data really noving from pl ace
to pl ace.

The HDLC driver actually takes the data fromthe | owest |evel of the
protocol stack calculates the CRC, converts it into the bit pattern that
is to be transmitted, does the bhit-stuffing that is defined in the HDLC
protocol and Manchester encoding the bits. The resultant bit pattern is
then handed to the relevant driver that outputs the bits with the correct
timng using hardware not designed to be used this way. Even nore

i npressive is that works for receive as well, capturing the bit
transitions, undoing the Manchester encoding, finding the franing
unstuffing the bits, checking the CRC and handi ng a packet up into the
protocol stack.

DOS/ W n95/ 98

I have a passing acquai ntance with Etherax25 as | did study how it was put
together. | hasten to add | have never even tried to get it to work as
there is no suitable system available here to put it on

To get the equival ent protocol and hardware stack for these OS's
substitute this section into the Linux diagram

Not e: the Baycom YAM serial/parallel nodemdrivers do not work under
MS- W ndows according to the notes.
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Subj ect: TCP/IP an expl anation, pt 3

3) I P addresses and Host nanes.

> you have to go to this strange dotty-nunber ident.

Now conputers |ike nunbers, humans do not. Humans do not work well with
nunbers but like nice warm fuzzy things called names (in this context a
callsign is a nane).

There are a nunber of ways that the warm fuzzy nanmes can be transl ated
into the nunbers that conputers understand.

The three npbst conmon:

0 - The "hosts" table.

0 - Network Information Services (NI'S). Was known as Yel | ow Pages
originally but was renamed when BT | earnt about it.

0 - Domain Naming Service (DNS)

In the absence of appropriate entries in a translation service the human
has to resort to using the | P addresses raw.

The standard transl ation service of the Internet is DNS which is al so used
for the anpr.org donain.

NI'S is nmobst commonly used within organisations due to the security
inplications. However it has the ability to distribute far nore than DNS
there are standard NIS tables but it is quite sinple to create a new table
for a specific function and have the NIS systemdistribute it along with
all the others. NIS has it's place, nornmally inside a reasonably secure
system

Host nane and Dommi n nanes.

A bit of definition here:

Now if | was fortunate enough to actually have a link to the UKIP network
the following entry (anmong others) would appear in the anpr.org domain

glsog. anpr.org
V- Ne-e- - /

[ now this bit is the donmain nanme
|
and this bit is the hostnane
and the whole thing is a Fully Qualified Host Nane (FQHN)

Now any host that is a nenber of the anpr.org donmain can be addressed by
usi ng just the hostname, the domain name in inplicit.

For exanpl e:
Assuming two stations g6kui.anpr.org & glsog.anpr.org.

To establish a telnet session between the two stations would be as sinple
as running the command on the station of g6kui of:
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tel net glsog

The translation of the hostnane to the FQHN of glsog.anpr.org and the
translation of that to 44.131.204.66 woul d be done by DNS. The packets
woul d then be routed to the appropriate interface and transmitted to the
first router in the network.

Subj ect: TCP/ 1P an expl anation, pt 4

4) Networ ks, subnet-works and super-networKks.

When the | P addressing systemwas originally proposed the view was that
there woul d never be a | arge requirenment for network addresses but there
woul d be a need for different sized address spaces.

The solution that was proposed in the Request For Conment (RFC) was for
the address range to be segnented into a number of sections.

and each section allocated a letter, | have conpressed the sections D
onwards in to one range as they are not relevant in this discussion, if
you really want to know go and read the RFC s.

0.0.0.0 to 127.255. 255. 255 A
128.0.0.0 to 191. 255. 255. 255 B
192.0.0.0 to 223. 255. 255. 255 C
224.0.0.0 to 255. 255. 255. 255 D ...

Now for the first three classes of network a "network address mask”
(comonly known as the netnmask) was defi ned:

Cl ass Net mask Net mask
(dotted decimal) (nunber of bits)

A 255.0.0.0 8
B 255.255.0.0 16
C 255. 255. 255.0 24
You will see I P address quoted in one of two ways:

44.131. 204. 66/ 255.0.0.0
or
44.131. 204. 66/ 8

The first case is the "I P address/ netmask"” and the second is the
"I P address/ nunber of ones in the netnask fromthe |l eft hand side"

If soneone gives you an | P address w thout the netmask definition you
shoul d assume that the "class" netrmask is to be used. As a matter of habit
I give the netmask, even if it is the default "class" netmask

The netnmask is used to separate the "network" part of the address fromthe
"host" part of the address. The reason for separating the "network" from
the "host" is to allow routing (which | will come to in a later bulletin).
So for: 44.131.204.66

the network is : 44.0.0.0
the host is : 0.131. 204. 66

Nitty, gritty, bitty |leve

GB7CIP G4APL 21.11.2002



TCP/ I P an expl anation
By GLSOG

Net mask 255.0.0.0

| P addr 44.131.204.66
Bi nary AND

Network 44.0.0.0

Net mask 255.0.0.0
ONES conpl enent
Host mask 0. 255. 255. 255

| P addr 44.131.204. 66
Bi nary AND
Host 0. 131. 204. 66

Subnet wor ks

This, for the A and B cl ass addresses,
for to construct a physica

11111111
00011100

00011100

11111111

00000000
00011100

00000000

00000000
10000011

00000000

00000000

11111111
10000011

10000011

00000000
11001100

00000000

00000000

11111111
11001100

11001100

65536 (2716), for the B, hosts is inpractical

00000000
00100010

00000000

00000000

11111111
00100010

00100010

So by changing the netmask a network can be "partitioned"
partitions (subnets) connected by routers.

So by using a netmask of:

255.255.255.0

my exanpl e above becones:

the network is : 44.131.204.0

the host is : 0.0.0.

66

Nitty, gritty, bitty leve

Net mask 255.255.255.0
| P addr 44.131.204. 66
Bi nary AND

Net wor k  44.131. 204. 66

Host mask 0. 0. 0. 255

| P addr 44.131.204. 66
Bi nary AND
Host 44.131. 204. 66
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11111111
00011100

00011100

00000000
00011100

00000000

11111111
10000011

10000011

00000000
10000011

00000000

11111111
11001100

11001100

00000000
11001100

00000000

00000000
00100010

00000000

11111111
00100010

00100010
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creates sonewhat of a problem
network with 16777216 (2724),

for the A or

and t he
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Super - net wor ks

This is going the other way:

VWhere | have seen this used is in routers, in a conpanies private network,
that are the links between countries where, within each country, the
conmpany has a nunber of sites but there is only one site in each country
that links to the other countries.

Starting fromthe 192. 168. x. x address range which by definition has a
net msk of 255.255.255.0 reducing the nunber of bits used in the network
address to make a network of nmore than the maxi mum for that class.

Country A
Site 1 - 192.168.0.0/24
Site 2 - 192.168.1.0/24
Country B
Site 1 - 192.168.16.0/24
Site 2 - 192.168.17.0/ 24
Country B
Site 1 - 192.168.32.0/24
Site 2 - 192.168.33.0/24

Nitty, gritty, bitty |eve
Net mask for the routers interconnecting the countries
255.255.240.0 11111111 11111111 11110000 00000000

11000000 10101000 00000000 00000000
. . 11000000 10101000 00000001 00000000
192.168.64.0 11000000 10101000 00010000 00000000
192.168.64.0 11000000 10101000 00010001 00000000
192.168. 128. 0 11000000 10101000 00100000 00000000
192.168. 128. 0 11000000 10101000 00100001 00000000

| leave it as an exercise for the reader to extract the network and host
address parts.

Subj ect: TCP/ 1P an expl anation, pt 5a

5) Routi ng.

In this, multi-part (sorry, you will have to put it back together
yourself), ramble | amdealing only with two port routers; three port and
more are only an extension of the principles of the two port case.

Also | amdiscussing here [P in a cabled system Wen inplementing IPin a
radio network if the subnet cells are small and there are no hidden
stations then the situation is identical. If there are hidden stations
then steps nust be taken to renpve the attendant problens. One nethod is
toimtate the "hub" of the cabled systemin some way and conmuni cate only
with the hub. Those who currently run parts of the UKIP network are far
better placed than | to detail what approaches are in use and how wel |
each worKks.

In the diagrans:
This is a network:

R | 44.131.204.0/255.255.255.0
Best visualised as a 10base2 (Thinnet) coax LAN segment conplete with

GB7CIP G4APL 21.11.2002



TCP/ I P an expl anation Page 10 of 13
By GLSOG

50R term nators.

This is a host:

g +
Net wor k Net mask Gat eway Interface
44.131.204.64  255.255.255.224 0.0.0.0 ifo

vhf . ux2. glsog. anpr.org

I
I
| 0.0.0.0 0.0.0.0 44.131. 204. 66 ifo
|
[ ifO [44.131.204.67/255.255. 255. 224]

ifO [44.131.204.66/255. 255. 255. 224]
vhf. ux0. glsog. anpr.org

Net wor k Net mask Gat eway Interface
44.131.204. 64 255.255.255.224 0.0.0.0 ifo
0.0.0.0 0.0.0.0 44.131. 204. 63 ifo

uhf . ux0. glsog. anpr.org
ifl [44.131.204.98/255. 255. 255. 224]

I
I
I
I
| 44.131.204.96  255.255.255.224 0.0.0.0 if1
I
I
I
I

The sections inside the boxes:

<sonme dotted nane>.anpr.org

i f<n> [<IP address>/<net mask>]
are the fully qualified hostnanme, interface nane and interface IP
addr ess/ net mask.

and the section headed:
" Net wor k Net mask Gat eway I nterface"
is the routing table.

Bot h host and router have a routing table. The only real difference
being that the router has two or nore interfaces whereas the host has
only one.

The routing table details to which interface network traffic is to be sent
and to what address it goes.

The magi ¢ nunber 0.0.0.0 has three neanings:
in the "Network™ field is the "default” route for that router, if
the required network does not match any of the defined
routes send it to the router defined in the "Gateway" field.
in the "Netnask" field means ignore the netmask, only found on the
default route.
in the "Gateway" field nmeans the given interface on this router.

So, on to some routing exanples and nore of ny infanous diagrans:
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Subj ect: TCP/IP an expl anation, pt 5b

I have taken sone liberties here and for this exanple:

1) G6KU has a host station host.g6kui.anpr.org with an | P address of
44.131. 78. 84/ 255. 255. 255. 0

2) Gl1SOG has a host station host.glsog.anpr.org with an | P address of
44.131. 204. 67/ 255. 255. 255. 0

3) The connecting router station is operated by GBPZT and has two
interfaces net78.g8pzt.anpr.org and net 204. g8pzt. anpr.org

o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ea— - +
Net wor k Net mask Gat eway I nterface
44.131.78.0 255. 255. 255. 0 0.0.0.0 ifo
0.0.0.0 0.0.0.0 44.131.78.224 ifo

host . g6kui . anpr.org

I
I
|
ifO [44.131.78.84/255. 255. 255. 0] |

o mm - o o m e o e e e e e e eeeo— oo +
|
[ b | 44.131.78.0/255. 255. 255. 0
I
deemmmm- o e e e e e e e e e e e e e e +

ifO [44.131.78.224/255.255. 255. 0]
net 78. g8pzt . anpr.org

I I
I I
I I
| Network Net mask Gat eway Interface

| 44.131.78.0 255.255.255.0 0.0.0.0 ifo [
| 44.131.204.0 255. 255. 255. 0 0.0.0.0 ifl |
I I
| net 204. g8pzt. anpr.org |
[ ifl [44.131.204.66/255.255. 255. 0] [
Fomm e e - e m e e e e e e e e e e e e e e e e e e e e e e e e e e memaao o +

I
[---------- e | 44.131.204.0/255. 255. 255.0
I

S R I +
| ifO [44.131.204.67/255.255. 255. 0] |
[ host. glsog. anpr.org [
I I
| Network Net mask Gat eway Interface

| 44.131.204.0 255. 255. 255. 0 0.0.0.0 ifo [
| 0.0.0.0 0.0.0.0 44.131. 204. 66 ifo [
o o o o e o e o e o e o e e e e e e e e e e e e e e e oo oo oo +

Now each of the hosts has a route for their own | ocal subnet and a default
route for all other traffic to their |local router.

The router has an entry for each of the subnets. | have not added a
default route in the router because of the |linited nature of the exanple
but it would be normal for the router to have a default route for al
traffic that is not handled by the explicit entries.

If either host has a packet for another station on their own subnet it wll
be sent without involving the router. However if the packet is not for
the | ocal subnet it is sent to the router.

The distinction is made by which destination MAC (Media Access Control)
address is used. The Address Resolution Protocol (ARP) is used to nmap the
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I P address to the required MAC address.

For a | ocal subnet packet an ARP request is made for the MAC address of
the destination host. The packet is then sent with the MAC address and the
| P address of the destination host.

If the routing table indicates that a router is involved, i.e. the IP
address of the destination is not in the |ocal subnet, then the ARP
request is nade for the MAC address of the appropriate router. The packet
is then sent with the MAC address of the router and |IP address of the
destination host. The router then repeats the process by looking init's
routing table to see if the packet is in a |ocal subnet or nust be passed
to anot her router.

So the only knowl edge a host station requires is the first step in the
route, once the packet is in the network the tables in the routers
deternm ne the path the packet will take.

Subj ect: TCP/ 1P an expl anation, pt 5c

Now | take sone nore |liberties and have changed the assunptions to:
1) G6KU has a host station host.g6kui.anpr.org with an | P address of
44.131. 78. 84/ 255. 255. 255. 0
2) GBKU has a router station with two interfaces:
net 78. g6kui . anpr. org 44.131. 78. 224/ 255. 255. 255. 0
net ???. g6kui . anpr.org 44.131. ???. 254/ 255. 255. 255. 0.
3) G1SOG has a host station host.glsog.anpr.org with an I P address of
44.131. 204. 67/ 255. 255. 255. 0
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4) G1SOG has a router station with two interfcaes:
net 204. glsog. anpr.org 44.131. 204. 66/ 255. 255. 255. 0
net ???. glsog. anpr.org 44.131. ???. 253/ 255. 255. 255. 0.

o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ea— - +
Net wor k Net mask Gat eway Interface
44.131.78.0 255. 255. 255. 0 0.0.0.0 ifo

host . g6kui . anpr.org

|
| 0.0.0.0 0.0.0.0 44.131.78. 224 ifo
|
[ ifO [44.131.78.84/255.255.255.0]

o mm - o o m e o e e e e e e eeeo— oo +
|
[ b | 44.131.78.0/255. 255. 255. 0
I
deemmmm- o e e e e e e e e e e e e e e +

ifO [44.131.78.224/255. 255. 255. 0]
net 78. g6kui . anpr. org

Net wor k Net mask Gat eway Interface
44.131.78.0 255.255.255.0 0.0.0.0 ifo

44.131.204.0 255. 255.255.0 44.131.??72.253 ifl

net ???. g6kui . anpr.org

I I
I I
I I
I I
| |
| 44.131.2?2.0 255. 255. 255. 0 0.0.0.0 if1 |
I I
I I
I I
| if1 [44.131.2???.254/255. 255, 255. 0] |

oo o +
I
[ - oo | 44.131.7??.0/255. 255. 255. 0
I
Fommm o - o e e e e e e e e e +

ifO [44.131.7?7??.253/255.255. 255. 0]
net ???. glsog. anpr.org

Net wor k Net mask Gat eway I nterface
44.131.78.0 255. 255. 255. 0 44.131.7???2.254 ifO0
44.131.204.0 255. 255. 255. 0 0.0.0.0 ifl

net 204. glsog. anpr.org

I I
I I
I I
: :
| 44.131.??2.0 255.255.255.0 0.0.0.0 ifo [
I I
: :
[ ifl [44.131.204.66/255.255.255.0] [

deemmmm- o e e e e e e e e e e e e e e +
I
T S | 44.131.204. 0/ 255. 255. 255. 0
I
o e o o o m e e e e e e e eeeo oo +

ifO [44.131.204.67/255.255. 255.0]
host . glsog. anpr.org

I I
| |
| |
| Network Net mask Gat eway Interface

I I
I I

44,131.204.0 255. 255. 255. 0 0.0.0.0 ifo
0.0.0.0 0.0.0.0 44,131. 204. 66 ifo
o m e e e e e e e e e e e e e e e e e e e e e eeeeaao o +

Points to note here:
the routing tables of the end point hosts does not change.
due to the default route in each host routing to hosts in
44, 131. ???.0/ 255. 255.255.0 is automatically present.

23.2.2002
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